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Introduction
The paper focuses on analyzing the various factors that contribute to security vulnerability and threats in Equifax Company. It is necessary to understand the various security vulnerabilities that can be exploited to breach the company's security (Srinivasan, Pitcher & Goldberg, 2017). After the security breach incidence in the company, various measures have been taken into consideration to ensure that the Company attain recovery of the exposed resources and also ensure that such incidence does not occur again. The evaluation has been conducted by the regulatory body in the US to have a clear understanding of the incident and how it can be prevented in the future. 
Factors that contributed to weak Security In Equifax Company
Security is one of the main aspects that contributes to the success of companies in the current environment since information provides a competitive advantage. A security breaches may take place from both the regulatory and technical perspectives; thus, organizations need to embrace effective measures. In Equifax Company, various factors contributed to a security breaches. Such factors include, first, lack of accountability in the organization due to its structure that contributed to technological obstructions, which reduced security mechanisms in the firm. The development of ineffective communication between the workers and the senior personnel in the Company, thus creating a security loophole (Srinivasan, Pitcher & Goldberg, 2017). The technological system was not regularly updated due to poor collaboration among the workers, which made attackers identify the vulnerabilities of the system. Apache Struts was another factor that contributed to the security breach in Equifax Company since it consisted of varied security-related flaws. However, as a result of such vulnerabilities, Equifax Company is considered as one of the major credit bureaus in the United States to experience such as extensive security breach in 2017 (Zou et al., 2018). During the incident the attackers stole data for more than 146.6 million buyers in Equifax Company. Most of the employees in the Company were concerned with the breach, and they failed to take the necessary preventive measures immediately after the breach. Most of the buyers and partners of Equifax lose trust in the Company, which would negatively affect the performance of the Company in the near future. 
Vulnerabilities Explored In Equifax Event
The attackers of Equifax Company breached the system due to the vulnerabilities they identified about the Company’s system. One of the major loopholes that the attackers used was from the Apache Struts since it was available in two public sources. This made the system vulnerable since the attacker could study how the system operated (Srinivasan, Pitcher & Goldberg, 2017). They could also scan the servers running on the Apache Struts and analyze the remaining to become patched. However, they could easily exploit the identified weaknesses. Other malicious users followed the public guideline to also exploit the vulnerabilities of the system. 
It was determined that the malicious users performed scanning of the un-patched vulnerabilities in the Equifax Company through utilizing the Apache Strut vulnerabilities. The patch management policy in the company was not conducive since it allowed the users to distribute bulletins. On the other hand, the management assumed that all the issues experienced had been addressed significantly, giving hackers enough time to identify more weaknesses (Shu et al., 2017). Due to the ignorance, it was found that there was unauthorized access of customer’s data that took place on the restricted personalized data for residents in Canada and the UK. The patch present on the system made the security alerts ineffective, making them vulnerable to attackers. 
Measures Equifax took to recover from Incident
The Company appointed Smith as the Chief Executive Officer, who made an enormous number of investments in security measures to ensure that the Company achieves the three goals of security which include; Confidentiality, Integrity, and Availability. The management decided t be spending One percent of the operating sales on security aspects of the Company from 2014 to 2017. To achieve the security goals, there are various groups that got engaged in the exercise. Some of the groups involved include the vulnerability assessment team, vulnerability management team, and global threats. The groups were responsible for ensuring that the security goals are achieved in the company (Srinivasan, Pitcher & Goldberg, 2017). The global threat and vulnerability management team (GTVM) was responsible for tracking the threats that may occur in the IT system within the Company. On the other hand, the Vulnerability assessment team was responsible for running the daily scans. The countermeasures group was also responsible for establishing regulations and digital signatures to ensure the security of the system. 
Measures Company took to recover from Risk
 	The Company has implemented various mechanisms to ensure that its customers are protected from breach of attack. All the three bureaus associated with credited were credited accordingly. The Company has established lock system to ensure that all data is protected from unauthorized users. To minimize the impacts of risks the Company has also considered insurances regarding identity theft. Another strategy that the Company has embraced is the development of dark web scanning for verification of identity of social security for duration of one year (Jathar, 2020). All such services were made for free for customers in united States for a duration of one year to ensure that they regain the trust with the Company especially after the incidence. A review of the Company’s investments was also considered, and crucial improvements did the inclusion of better policies that are connected to security disaster recovery and essential continuity of the Company’s operations without disruptions. 
Post Attack Security Measures
The attack on Equifax Company affected many people and businesses; thus, to recover from the incidence, necessary measures needed to be taken into consideration. The Company is focusing on collecting more and more personalized information and keeping them in safe reservoirs that are protected from malicious users. This is contributing to the achievement of the set goals and objectives. The occurrence of security breaches has negative impacts on the victims (Solove & Citron, 2017). Some of the risks that organizations experience are theft of identity and reputational damage, and fraud. Organizations are not required to externalize the negative externalities which may occur within an organization. In the current environment, the number of data breaches has increased due to technological advancement and new techniques that are used by hackers. Equifax Company has introduced intrusion detection systems that easily identify any attempt to breach the system. The Company has also started to make the development of post-attack security through establishing security mechanisms to ensure that only authorized individuals have access to the system. The firm has also launched training programs for its staff to ensure that they are aware of techniques used by malicious users to access their system. Finally, the Company has invested highly in security aspects to achieve the overall security objective.  
Could the Incident be prevented?
The data breach incident in Equifax Company was preventable if the company has implemented effective security measures. Since the Company deals with sensitive data, it was necessary to develop and implement a security mechanism to protect, identify and mitigate any attempts from malicious users. The Company failed to ensure that only authorized individuals access the system due to poor monitoring, mis-utilization, and computer viruses that could be prevented if necessary mechanisms were put into place (Wang & Johnson, 2018). In the Current environment, data breaches occur on a daily basis that organizations need to ensure that they are updated on the new technology and new approaches to security.  There was a need to develop ACIS traffic from different IP addresses to ensure that it's offline rather than online. Online services are highly vulnerable, and most hackers focus on them since, if necessary, security mechanisms are not implemented, it’s easier to breach them. The Company is also providing customers with essential tools to protect from identity theft which could have been done before the incident. Therefore, it is clear that the incident could have been prevented if Equifax had embraced the necessary mechanisms to curb the breach. 
Evaluating Company’s response and the government proposed Measures to the incident
Various measures have been proposed to help the company recover and also not be affected by several risks that the company may experience due to the breach. The US government sold a stock of over $1.8 million to ensure that Company regains its track (Gaglione, 2019). A phishing attack is one of the common techniques used by hackers to breach the system. The management of the Company are highly recommended to perform an audit of firms regular performances so that they can detect any unusual pattern. This ensures that necessary mechanisms are taken to prevent the incident. 
Conclusion
[bookmark: _GoBack]The attack of Equifax Company exposed customers’ data which is a negative aspect since the three security goals were not achieved. The company needs to achieve confidentiality, integrity, and availability of data for better performance. The Company’s system was vulnerable since it had many loopholes that made it easier for hackers to breach the system. Therefore, it is necessary to implement security mechanisms in an organization to ensure that the three security goals are achieved. 
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